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EduRoam: Education Roaming

www.youtube.com/watch

Eduroam (education roaming) is the secure, world-wide roaming access service developed for the
international research and education community. Eduroam allows students, researchers and staff
from participating institutions to obtain Internet connectivity across campus and when visiting other
participating institutions by simply opening their laptop.

Eduroam technology is based on 802.1X standard and a hierarchy of RADIUS proxy servers.
http://www.eduroam.org/

quick how-to for Windows 7

e Network and Sharing Center
o Manage wireless networks

|:‘: v Control Panel » Metwork and Internet » Metwork and Sh

Control Panel Home : : :
/ View your basic network info
Manage wireless networks *.L
Change adapter setti o
ange adapter settings LET-SEVEN
Change advanced sharing (This computer)

settings . .
g View your active networks

e Add a wireless network
o Manually create a network profile
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il Manually connect to a wireless network

How do you want to add a network?

l.- Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer, You need to know the network name (3510) and
security key (if applicable).

™ Create an ad hoc network
% This creates a ternporary network for sharing files or an Internet connection

Cancel

e enter information
o network name: eduroam
o security: WPA2-Enterprise
o Encryption: AES
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'@' 2! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: edurcarm

Security type: ’MPM-Enterprise "l

Encryption type: ’AES v]

Security Key: Hide characters

Start this connection autornatically

[] Connect even if the network is not broadcasting
Warning: If you select this option, your cormputer's privacy might be at risk,

[ Mext ][ Cancel

e Change connection settings

il Manually connect to a wireless network

Successfully added eduroam

< Change connection settings
Open the connection properties so that I can change the settings.

Close
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e Tab “Security” click on “Settings”

P

eduroam Wireless Network Properties ﬁ

Seaurity

Security type: [WPAF_'-Enterprise - ]

Encryplion type: [AES *]

Choose a network authentication method:
| Micresoft: Protected EAP (PEAP) ~| | settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ OK J[ Cancel ]

o

e Check “Validate” box and “AddTrust External CA Root”
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Protected EAP Properties

When connecting:
Validate server certificate

|:| Connect to these servers:

Trusted Root Certification Autharities:

AddTrust External CA Root

[ ca unitn

[ caunitn

[ class 3 Public Primary Certification Authority
|:| DigiCert High Assurance EV Root CA

[7] DST Root CA X3

[] Entrust.net Certification Authority (2043)
1|

1] [

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Semred password (EAPMSCHAP v2)

T] [ Configure...

Enable Fast Reconnect
[| Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV
[| Enable Identity Privacy

[ Ok, ] [ Cancel

A

e If your machine is NOT a member of the UNITN domain

o Click on “configure”

o Clear “Automatically use my Windows logon name”

-~

EAP MSCHAPV2 Properties [

When connecting:

Il Automatically use my Windows logon name and
password (and domain if amy).

| oKk || Ccancel
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